ABSTRACT The recent research trend of extending cloud computing to vehicles by leveraging under-utilized on-board capabilities [also known as vehicular cloud (VC)] is unsurprising, partly due to the increasing popularity of intelligent vehicles (with on-board computing equipment) and cloud computing. However, VC deployment is still challenging: how to securely verify responding vehicles, how to recruit competent vehicles, and how to achieve privacy preservation, are among the remaining research challenges. In this paper, we propose a secure and privacy-preserving incentive mechanism under the vehicular advertisement dissemination setting, which enables vehicles to opportunistically perform on-demand advertisement dissemination tasks and (financially) benefit from the completed task. Specifically, the road side unit (RSU) representing the advertisement dissemination server first announces a dissemination task, and performs the privacy-preserving access control of the responding vehicles. Then the RSU selects the participating vehicles among a pool of verified competent vehicles, and acknowledges the participation of selected vehicles with a secure secret sharing scheme; meanwhile, the selected vehicles performs the dissemination task with incentives. Finally, we prove the security of the proposed scheme in terms of secure access control and privacy preservation, and demonstrate its efficiency via simulation results (i.e., improves the amount of advertisement dissemination and brings incentives to participating vehicles).
I. INTRODUCTION
With the rapid development of the automotive industry as well as the information and communications technologies (ICT), intelligent vehicles are increasingly commonplace. Intelligent vehicles are equipped with various on-board devices (e.g., on-board computers, radio transceivers, storage equipment, and sensors), such that they can act as service providers; meanwhile, the concept of vehicular cloud (VC) is proposed to leverage the under-utilized on-board resources [1] , [2] . Among all the promising applications provided by VC [3] - [5] , vehicular advertisement dissemination is especially attractive, in which the road side unit (RSU) sends out commercial advertisements via vehicle-to-RSU (V2R) communication, and the receiving vehicles propagate the digital advertisements towards neighboring vehicles along with their moving trajectories [6] - [8] . Meanwhile, as the disseminated advertisements are normally relevant to merchants like garages and gas stations, which can help to maintain the normal operations of vehicles and further improve the traffic safety and driving experience.
Distinguished from the strong capability of the traditional cloud architecture [2] , [9] , whose resources are controlled by the cloud provider, VC is opportunistically and temporarily formulated by coordinating the distributive and limited residue resources in vehicles and roadside infrastructures [4] . In terms of advertisement dissemination, the propagating frequency and coverage of one vehicle is limited, and multiple vehicles are required to achieve the publicity effect. During the vehicular advertisement dissemination process, the propagating operation would cost the on-board storage, transmission bandwidth, and energy resources. However, most of the service providing vehicles are privately owned and maintained, these (independent and selfish) vehicles are unlikely to avail their spare resources to the VC advertisement dissemination without any sort of compensation [10] , and incentives are required to compensate for the resource consumption. In VC, a few incentive schemes are designed to stimulate the participation of service providers. A temporarily formulated VC data center application for airports is proposed in [11] , where vehicles contribute their excess on-board capabilities with incentives. A hierarchical cloud architecture in vehicular networks is designed in [3] , and the proposed scheme formulates a game-theoretical based strategy to achieve the resource coordination among vehicles. However, none of the existing scheme considers the problem of both developing an incentive mechanism to stimulate the participation of vehicles, while guaranteeing the fairness (in terms of task and incentive allocation) among the participating vehicles.
Another problem relates to the security and privacy preservation of the involved vehicles. On one hand, due to the lack of advertisement dissemination standardization, different softwares need to be installed for different advertisement dissemination systems, i.e., competence of vehicles need to be verified for each dissemination process [12] . On the other hand, the privacy of the participating vehicles should also be protected from other vehicles, since the vehicle's real identity and configuration setup could possibly be disclosed [13] . Without privacy preservation, vehicles are reluctant to involve in an announced task even offered with attractive incentives. Various anonymity schemes are proposed to hide the realidentities of vehicles [14] , [15] , however, in the proposed incentive mechanism, the real identities still needs to be learnt by the server for the incentive recording.
To address the above-mentioned challenges, we propose a secure and privacy-preserving incentive mechanism for VC. We deploy the proposed scheme in an advertisement dissemination setting, in which a road side unit (RSU) dynamically recruits vehicles for dissemination tasks. We regard the contributions of this paper to be three-fold: 1) We exploit an efficient single-attribute access control protocol to identify competent vehicles for advertisement dissemination tasks (registration and installation of the required software), while preserving the identity and configuration privacy of the responding vehicles. Meanwhile, a privacy-preserving secret sharing scheme is also developed to acknowledge participation of selected vehicles. 2) We devise an incentive mechanism to stimulate the competent participating vehicles, determine the dissemination strategy (when a unique Nash Equilibrium is achieved), and calculate the payment of the selected vehicles. 3) Detailed security analysis are performed to achieve the security goals of secure access control, privacy preservation and data integrity. Meanwhile, we compare the performance of the proposed incentive mechanism with the fixed price strategy, which greatly increases the amount of advertisement dissemination. The rest of this paper is structured as follows. We introduce our system model, present our security requirements, and identify our design goals in Section II. Then we present our proposed privacy preserving incentive scheme in Section III. The security analysis and performance evaluations are shown in Sections IV and V, respectively. Related work is described in Section VI, and we conclude the paper in Section VII.
II. SYSTEM MODEL, SECURITY REQUIREMENTS, AND DESIGN GOALS
In this section, we introduce the system model, present the security requirements, and identify the design goals.
A. SYSTEM MODEL
As shown in Fig. 1 , we present the architecture of the proposed VC advertisement dissemination system. Analogous to the digital version of traditional static billboards, vehicles broadcasts advertisements encapsulated in beacon data towards neighboring vehicles in vehicular ad hoc networks (VANETs) [16] . In this paper, the proposed system model consists of three entities: an advertisement dissemination server (ADS), RSUs, and vehicles.
• ADS is owned and maintained by a commercial advertisement company [17] ; meanwhile, it specifies dissemination details (i.e., mechants, coverage, duration, and frequency), and it forwards advertisement content and specifications to relevant RSUs. Due to contractual agreement with the RSU vendors (e.g. municipal traffic management centers), it can communicate securely with RSUs via wired links. The server also maintains an account for each registered vehicle to record the incentives earned from joining in the dissemination tasks, and the incentives can also be exploited to pay for VOLUME 6, 2018 traffic-related expenses (e.g. highway toll fees, parking fees, and speeding fines).
• Each RSU is deployed along the street, and acts as in interface between the ADS and vehicles. After receiving an advertisement dissemination task, the RSU selects competent vehicles, assigns dissemination tasks towards selected vehicles, and delivers advertisements to vehicles [18] .
• Vehicles are equipped with on-board computers and radio transceivers, such that a dynamically moving vehicle with under-utilized capability can actually participate in the VC advertisement dissemination system as a service provider through propagating advertisements to other vehicles. Meanwhile, vehicles are responsible for disseminating the commercial advertisements with the some existing algorithms [19] , [20] , along their moving trajectory and further increase the effect of publicity.
Communication Model:
The the vehicle-to-RSU (V2R) and vehicle-to-vehicle (V2V) communications are realized through the IEEE 802.11p Wireless Access for Vehicular Environment (WAVE) standard [21] , which is a short to medium range communication technology operating at 5.9 GHz band. The connection between the RSU and the ADS is realized through secure wired link with high bandwidth and low transmission delay.
B. SECURITY REQUIREMENTS
Security is critical for the successful operation of the proposed secure incentive mechanism in VC. In the security model, we consider the advertisement server is fully trusted and tamper-proof. Since the RSUs are deployed and managed by the municipal traffic management centers (in most cases), the RSUs are also considered to be fully trusted. As the participating vehicles are independently owned and maintained, they are considered to be honest-but-curious. That is, the vehicles will correctly execute the defined dissemination process, but they are interested in learning the identities of other vehicles. In addition, we assume there exists an adversary, which may launch some active attacks to modify data transmission. Specifically, in the proposed scheme, we take three security requirements into consideration.
1) ACCESS CONTROL
Since there is no standardization, different software may be installed for different advertisement dissemination systems. The access control of a responding vehicle guarantees the installation of the required software and the registration of the vehicle.
2) PRIVACY PRESERVATION
To protect each responding vehicle from revealing its personally identifiable information, the private information of one vehicle should be protected from the rest of vehicles. In the proposed incentive mechanism, the identity, configuration setup, and dissemination strategy of each involved vehicle, should not be learnt by any other vehicle.
3) DATA INTEGRITY
The proposed scheme should be able to verify that each received message has not been modified during data transmission, even if an adversary modifies the data transmission, the malicious behavior should be detected by the receivers. In this way, the security requirement of data integrity could be satisfied.
C. DESIGN GOALS
In the proposed scheme, our design goal is to develop a secure and privacy-preserving incentive mechanism in VC under the advertisement dissemination setting. Specifically, the following three goals should be achieved:
The proposed scheme should achieve the above security requirements. If the proposed scheme does not take the defined security requirements into consideration, the eligibility of the recruited vehicles could not be guaranteed, private information (including identities, configurations, and strategies) of the selected vehicles could be threatened, and the data integrity of data transmission could be violated. Then the advertisement dissemination system cannot function properly.
The proposed scheme should guarantee the fairness of the strategies and incentives. RSU should guarantee the fairness of the dissemination strategy and incentive distribution among the participating vehicles. Meanwhile, the proposed scheme should maximize the amount of advertisement dissemination. In addition, the ADS should be able to accurately record the incentive distributed to each participating vehicle.
The proposed scheme should achieve high efficiency in computation complexity. Computation efficiency should be achieved in the proposed incentive mechanism, i.e., both RSUs and participating vehicles need to perform minimum computation operation during the advertisement dissemination process.
III. PROPOSED INCENTIVE MECHANISM FOR VEHICULAR CLOUD
In this section, we present the proposed incentive mechanism under an advertisement dissemination setting, and we mainly focus on the interaction between one RSU and a group of vehicles. Before the description of the proposed scheme, we first revisit the concept of the bilinear pairing technique, which serves as the basis of our proposed incentive mechanism.
A. BILINEAR PAIRINGS
Let G and G T be two multiplicative groups with the same prime order q. The bilinear map e: G × G → G T has the following properties: 1) Bilinearity: ∀g, h ∈ G, and ∀a, b ∈ Z * q , we can derive e(g a , h b ) = e(g, h) ab ; 2) Nondegeneracy: There exist g ∈ G and h ∈ G, satisfy the condition that e(g, h) = 1 G T .
3) Computable: ∀g, h ∈ G, there is an efficient algorithm to compute e(g, h).
Definition 1: A bilinear parameter generator Gen denotes a probabilistic algorithm that takes a parameter related to κ as the input, and gives a 5-tuple (q, g, G, G T , e) as the output, where q is κ-bit prime, G and G T are two cyclic groups with order q, g ∈ G is a generator, and e : G × G → G T is non-degenerated and computable bilinear map.
B. SYSTEM INITIALIZATION
In the system initialization phase, the ADS, which functions as the trusted authority (TA), will bootstrap the entire system. TA first generates a five-tuple bilinear parameter (q, g, G, G T , e) by running Gen(κ). It also selects a secure encryption algorithm Enc(·), and one secure cryptographic hash functions, H (·) : {0, 1} * → Z * q . Then, TA selects two random numbers (a, x) ∈ Z * q , chooses two random elements (g 1 , g 2 ) ∈ G, and computes A = g a , b = H (a), and X = e(g, g) x . Finally, TA keeps the master key (a, b, x) in confidential, and publishes the system parameter params
During the registration of each vehicle V i with identity VID i , the TA first checks its on-board computer configuration (memory, processor, etc.). If V i satisfies the basic configurations, the ADS installs the advertisement dissemination software on V i 's on-board computer. Then the TA computes (t i1 , t i2 ) ∈ Z * q , where t i1 = H (VID i b 1) and t i2 = H (VID i b 2); meanwhile, the TA calculates the access control key ak i , which is denoted as
2 ), and securely delivers ak i towards V i .
C. COMPETENT VEHICLE ACCESS CONTROL
When the RSU receives an advertisement content with dissemination specifications from the ADS, the RSU first generates an access control vector to verify the competence of the responding vehicles [22] . The RSU selects a random number r ∈ Z * q to compute the value e(g, g) x·r and the access control vector (B 1 , B 2 , B 3 ):
Then the RSU generates the message authentication code
where TS is the current timestamp. The RSU broadcasts the dissemination task with the access control vector B 1 B 2 B 3 MAC r TS towards all the vehicles under its coverage (see message (1) in Fig. 2 
TS).
If it verifies to be correct, V i (which has the required software installed and intends to participate in the dissemination task) recovers the value e(g, g) x·r with its access control key ak i , which is
Meanwhile, V i determines the unit dissemination cost c i based on the dissemination task and configurations, estimates the maximal dissemination capability M max i based on the current on-board computer usage, and formulates the message 
D. INCENTIVE-BASED VEHICLE SELECTION
In this subsection, we first introduce the dissemination strategy of each participating vehicle, then we describe the competent vehicle selection process, which is the strategy of the RSU.
Given one dissemination task, the total reward announced by the RSU is denoted as R, which is determined by the ADS according to the dissemination specifications (coverage, frequency, duration, etc.) [23] . To expand the disseminating range and increase the effect of publicity, multiple vehicles are recruited for one dissemination task. We also assume that there exist n verified responding vehicles, and n s out of n vehicles are selected for the dissemination task. Since the participating vehicles are selfish and independently owned, each vehicle aims to maximize its utility. The optimization problem of V i , i = 1, . . . , n is formulated as:
where U i (·) denotes the utility of V i , the dissemination strategy of V i is m i , and n l=1 m l represents the sum of the advertisement dissemination strategies of all the n selected vehicles. In Eq. (3), the first constraint indicates the minimum utility of V i , i.e., the minimum profit U th−min earned by V i in the announced dissemination task. The second constraint restricts the maximum and minimum value of m i , i.e., m i should be less than the maximum dissemination capability M max i and higher than the minimum threshold M th−min . Let M denote the dissemination strategy space of all the participating vehicles, each vehicle determines its own strategy m i ∈ M. Let m = (m 1 , m 2 , . . . , m n ) ∈ M be the strategy vector of all the selected vehicles. To obtain the value of m, we first introduce the definition of Nash Equilibrium (NE) within our application scenario.
Definition 2: A given dissemination strategy vector
is said to be a Nash Equilibrium (NE), if it satisfies the following condition: ∀i ∈ {1, . . . , n},
denotes the dissemination strategies of all the participating vehicles besides V i when the dissemination strategy of V i is m i and an NE is achieved.
In order to derive the value of m NE i , we also prove the existence and uniqueness of NE. The existence of NE guarantees that all the participating vehicles are able to find their dissemination schemes, where no vehicle is able to improve its utility by unilaterally deviating from the derived strategy.
Theorem 1: There exists at least one NE in the advertisement dissemination task among the participating vehicles, if M is a non-empty, convex, and compact subset of some Euclidean space R n and U i (m i ) is continuous in m and quasiconcave in m i [24] .
Proof: For each vehicle V i , its strategy space is bounded by a minimum value M th−min and a maximum value M max i . Thus, it is obvious that the dissemination strategy vector m is a non-empty, convex, and compact subset of the space R n . According to its definition in Eq. (3), U i (m i ) is continuous in M. Then we take the secondary-order derivative of U i (m i ) with respect to m i to prove the concaveness of m i , which is shown as following:
Since U i (m i ) is a strictly concave function in m i , U i (m i ) must be a quasi-concave function in m i . Thus, the existence of NE can be proved.
In addition, we prove the uniqueness of NE: the uniqueness of NE ensures that each selected vehicle can achieve only one dissemination strategy vector when a unique NE is achieved.
Theorem 2: There exists a unique NE in the advertisement dissemination task among the participating vehicles.
Proof: To prove the uniqueness of NE, we define the concept of the best response strategy (see Definition 3) [25] .
Definition 3: Given the dissemination strategy
over all possible values of m i , then the value of m * i is viewed as the best response strategy. Based on the concept of NE, each vehicle is performing its best response strategy when an NE is achieved [26] . To determine the best response strategy m * i of V i , we take the firstorder derivative of U i (m i ) with respect to m i :
. Since U i is a concave function with respect to m i and ∂ 2 U i /∂m 2 i < 0, ∂U i /∂m i is a strictly decreasing function with respect to m i . Then, the best response strategy of m i can be derived as:
Thus, we can guarantee that there exists only one best response strategy m * i (as shown in Eq. (5)), and the uniqueness of the NE can be proved.
To derive the optimal value of m i , we formulate the Lagrangian dual function of Eq. (3), which is
where λ i , µ i , ξ i , ∀i are the dual variables introduced. Given a fixed M −i , we differentiate L i with m i and apply the KarushKuhn-Tucker (KKT) condition [27] . Thus, the optimal dissemination strategy can be obtained as follows:
where [x] + = max(0, x). The dual variables are updated with the following sub-gradient method:
where η is the step size and t is the iteration index.
For the RSU, its utility function U R is formulated as U R = n i=1 α n M i . Since the introduced computation complexity increase with the number of participating vehicles, we introduce a parameter α ∈ (0, 1) to denote the complexity of R j . According to the expression of dissemination strategy m * i in Eq. (7), the value of m * i decreases with the increase of c i . Therefore, we sort the verified competent vehicles from the lowest to the highest and label them 1 to n, which is denoted as ( c = (c 1 , . . . , c n ) ). The participating vehicle selection and dissemination strategy calculation process of the RSU is shown in Algorithm 1.
Calculates m NE i (n) using Eq. (7)(8):
E. SELECTED VEHICLES ANNOUNCEMENT
When the set of n s participating vehicles is determined, the RSU acknowledges the participation of the selected vehicles with privacy preservation. The RSU selects two random variables r 0 ∈ Z * q and y ∈ Z * q , and performs the following computation process
Then R j calculates the values C l = g c l , l = 0, 1, . . . , n s , generates the corresponding message authentication code MAC s = H 1 (C 0 C 1 . . . C n s g r 0 TS), and publishes C 0 C 1 . . . C n s g r 0 MAC s TS (see message (3) in Fig. 2) .
After receiving If the above equation verifies to be equal, V i learns itself to be selected for the dissemination process. Otherwise, V i is not selected for the dissemination task.
Correctness Analysis: To validate the correctness of Eq. (10), we perform the following computation process:
Upon the completion of the advertisement dissemination task, the participating vehicles complete the task first and obtain their payments after the dissemination duration, similar to the incentive mechanism proposed in [28] .
IV. SECURITY ANALYSIS
In the section, we analyze the security properties of the proposed secure and privacy-preserving incentive mechanism. To be more specific, we are concerned with the following three aspects: how does the proposed incentive scheme achieve access control, how does the proposed incentive mechanism achieve privacy preservation, and how does the proposed incentive mechanism guarantee data integrity.
A. THE PROPOSED SECURE INCENTIVE MECHANISM CAN ACHIEVE THE ACCESS CONTROL OF RESPONDING VEHICLES
To achieve the access control of responding vehicles, the proposed scheme exploits a single attribute encryption technique proposed in [29] , which is demonstrated to be secure in the spirit of cipher plaintext attack indistinguishability. Given
2 ), only registered vehicles (with the access control key ak i ) can recover the value e(g, g) x·r , due to the unforgeable on e(g, g) x·r of the exploited attribute encryption technique. Thus, in the proposed incentive mechanism, the security goal of access control can be achieved, which guarantees the registration and software installation of the verified vehicles.
B. THE PROPOSED SECURE INCENTIVE SCHEME CAN ACHIEVE THE PRIVACY PRESERVATION OF RESPONDING VEHICLES
During the access control phase, to achieve privacy preservation of the responding vehicles, the identity and configuration setup are encrypted by the session key k i , which is established between V i and the RSU with the Diffie-Hellman key exchange protocol and it prevents privacy disclosure of a responding vehicle towards any other entity besides the RSU. During the selected vehicles acknowledgement phase, the RSU generates a set of values according to the session keys shared with the verified responding vehicles. Since k i is only shared between the RSU and V i , the proposed scheme achieves the acknowledgement of the selected responding vehicles with privacy preservation. Due to the hardness of the discrete logarithm algorithm, given C j , it is difficult to obtain the value of c j , and further recover the value of k i , i = 1, . . . , n. Thus, the proposed incentive mechanism achieves the privacy preservation of the responding vehicles.
C. THE PROPOSED SECURE INCENTIVE SCHEME CAN PROTECT DATA INTEGRITY OF DATA TRANSMISSION
During the task announcement phase, to protect the data integrity of the access control vector B 1 B 2 B 3 , a message authentication code MAC r is attached in Fig. 2  (message (1) ). Furthermore, in Fig. 2 (message (2) ), a message authentication code MAC i is also generated to protect the data integrity of Msg i . In addition, the data integrity of C 0 C 1 . . . C n g r 0 is preserved by a message authentication code MAC s in Fig. 2 (message (3) ). Thus, the data integrity of all the messages are guaranteed in the proposed scheme.
Based on the above security analysis, we conclude that the proposed incentive mechanism can achieve the security goals of access control, privacy preservation and data integrity.
V. PERFORMANCE EVALUATIONS
In this section, we evaluate the performance of the proposed secure incentive scheme under the VC advertisement dissemination setting. Specifically, we evaluate and compare the computation overheads introduced towards the RSU and each vehicle; meanwhile, we analyze and compare the numerical performance of the proposed incentive scheme in terms of the amount of dissemination.
A. COMPUTATION COMPLEXITY
We analyze the computation complexity introduced by the proposed scheme. During the access control phase, the RSU performs 4 exponentiation operations in G and 1 exponentiation operation in G T . We denote the exponentiation operations in G and G T as T e,1 and T e,2 , respectively; meanwhile, a single bilinear pairing operation in G is represented as T b . In comparison of the exponentiation and bilinear pairing operations, other operations are considered to be negligible. Then each responding vehicle performs 4 bilinear pairing operations to generate the verification vector, conducts 2 exponentiation operations in G T to generate the response message. When there exist n responding vehicles, the computational overhead introduced to the RSU is calculated as (n + 1) * T e,2 after receiving the response messages. During the secure acknowledgement phase, if n s out of n vehicles are selected for participation, the RSU performs (n s +2) exponentiation operations in G T to generate the vector; meanwhile, each vehicle conducts (n s + 1) exponentiation operations in G T for verification. Therefore, when n s out of n vehicles are selected for participation, the total computational overhead of each vehicle and RSU are T v = 4 * T b +(n s +1) * T e,1 +2 * T e,2 and T r = (n s + 6) * T e,1 + (n + 1) * T e,2 .
To identify the efficiency of the proposed scheme, we compare the access control and secure acknowledgement scheme with the group signature technique [30] exploited in [31] . Each vehicle consumes 9 exponentiation operations in G, 3 bilinear pairing operations, and 3 exponentiation operations in G T , in order to generate an access control vector. Then the RSU performs 8 exponentiation operations in G, 4 bilinear pairing operations, and 4 exponentiation operations in G T to verify the competence of the received vector. Meanwhile, we keep the selected vehicles announcement phase in our proposed scheme. Thus, the computational overhead in the compared scheme of each vehicle and RSU are T v = 3 * T b + (n s + 10) * T e,1 + 3 * T e,2 and T r = 4 * n * T b + (8 * n + n s + 2) * T e,1 + 4 * n * T e,2 .
We test the latency with Java Pairing-Based Library Type-A pairing [32] 1, 000 times, while the experiment environment setup is based on a personal computer with one dualprocessor Intel Core 3.40 GHz CPU with 8.00 GB RAM. The computational costs are denoted as T e,1 = 9.20 ms, T e,2 = 0.75 ms, and T b = 5.86 ms. In Fig. 3 and Fig. 4 , we compare the computational overheads introduced towards the RSU and each vehicle in terms of the proposed scheme and the scheme in comparison. As shown in Fig. 3 and Fig. 4 , the proposed scheme greatly improves the computational overhead.
B. NUMERICAL ANALYSIS OF INCENTIVE MECHANISM
For the proposed incentive mechanism, we compare the proposed incentive mechanism with the fixed price scheme. In the fixed price scheme, the unit dissemination price is fixed. To be more specific, the unit dissemination price is defined to be p, the value of m i is calculated is m i = R/(p * n s ). The utility of V i , ∀i in the fixed price strategy is calculated as U f i = (p − c i ) * m i , i.e., the amount of advertisement dissemination multiplies price minus the amount of advertisement dissemination multiplies cost. Meanwhile, the utility function of the RSU is also expressed as
In Fig. 5 , we compare the amount of advertisements dissemination achieved by the proposed scheme with that in the fixed price strategy with the number of participating vehicles, when the value of the reward R is set to be 2000 and the average value of the unit cost c i , ∀i is set to be 10. We assume that the unit dissemination price in the fixed price strategy p i is set to be 1.4 to 2.0 times of the unit cost c i . When the number of vehicles is small, the total amount of dissemination achieved by the proposed scheme, is less than the fixed reward strategy when p i is set to be 1.4 times of c i . This is because, when R = 2000, the amount of dissemination achieved in the fixed strategy is higher than the total amount of dissemination achieved by the proposed scheme. However, in the proposed incentive mechanism, the total amount of dissemination increases with respect to the increase of the number of vehicles. In Fig. 6 , given the fixed amount of advertisement dissemination, we compare the reward R required to achieve the given amount of advertisement dissemination with respect to the increase of the number of vehicles, when the price of dissemination p i is set to be 1.4 to 2.0 times of c i . Fig. 5 and Fig. 6 show that the proposed incentive mechanism can disseminate more advertisements than the fixed reward strategy when the price of the computation is higher than 1.6 times of the cost, which is highly plausible that the vehicles are likely to earn more from joining the dissemination task and their prices are usually set to be more than twice their costs. Fig. 7 examines the utility of the RSU with respect to the increase of the number of vehicles, when the value of α ranges from 0.85 to 1. As shown in Fig. 7 , the optimal number of the participating vehicles are 7, 5, 4, and 3, when the corresponding value of α are set to be 1, 0.95, 0.9, and 0.85, respectively. Fig. 8 to Fig. 10 show the performance of the proposed incentive scheme from the perspective of vehicles. Fig. 8 shows the average utility one vehicle earned from VOLUME 6, 2018 participating in the dissemination task, when the average dissemination cost of each involved vehicle is set to be 10. Meanwhile, the value of the reward R is set to be 2, 000, 2, 500, and 3, 000, respectively, and p i is set to be twice the cost c i in the fixed reward strategy. Fig. 9 compares the total amount of advertisement dissemination of the vehicles in the proposed incentive scheme with that in the fixed reward scheme, under the same average utility of the participating vehicles in Fig. 8 . That is, to earn the same utility achieved in Fig. 8 , the amount of advertisements can be disseminated in the fixed reward strategy, when the fixed dissemination price is set to be 1.4 to 2.0 times the cost. The amount of dissemination in the fixed reward strategy decreases with the number of vehicles, this is because the average utility of each selected vehicle decreases, as shown in Fig. 8 . Fig. 10 shows the average utility of the involved vehicles, when the average cost of dissemination is set to be 5, 10, and 15, respectively. Fig. 11 compares the total amount of advertisements disseminated by the vehicles in the proposed incentive mechanism with that in the fixed price strategy, where we set the reward to be 2, 000, and the price are set to be twice the cost. The amount of dissemination done by the vehicles decreases with the average cost of dissemination in both the proposed incentive mechanism and the fixed reward strategy.
VI. RELATED WORK
In this section, we briefly review some works tightly related to our work, in the aspects of incentive mechanism, access control in vehicular networks.
A. INCENTIVE MECHANISMS
In cloud computing, service providers (e.g., Microsoft, Amazon, etc.) are offering cloud hosting user applications under a utility pricing model, and the most commonly utilized scheme is the pay-as-you-go pricing mode, where users pay the perunit resource (e.g.,a virtual machine) per-unit time (e.g.,an hour) [2] , [9] . Jain et al. [9] have introduced a flexible pricing and resource allocation approach for tasks on cloud systems, in which each cloud user submits a task with an utility function that indicate its willingness to pay as a function of completion time. Prasad and Rao [2] have proposed a resource procurement method in cloud, which can not only automatically select a suitable cloud vendor, but also dynamically price for the uploaded services. In [33] , a game-theoretic model of behavior for online question and answer forums has been proposed. In order to encourage participation, the asker provided incentives for early responders as well as user who submits the final answer. However, in a cloud computing environment, the service providers are fixed. This is somewhat different from our dynamically changing VC scenario, where the number of service providers (i.e. vehicles) adapts to the opportunistically changing surrounding environment and the completion of a task requires the collaboration of multiple vehicles. In VCs [11] , vehicles are encouraged to rent their spare resources to the parking cloud data center, since vehicles located in parking lots for a relatively long period of time. Free parking, shopping coupons, or virtual credits for other relevant services would then be allocated to participating vehicles as compensation. A secure architecture was presented to encourage the participation of under-utilized vehicles to participate in traffic management by issuing them traffic tokens, which can be used to pay for service from the cloud [10] . Under the advertisement dissemination setting, the authors have presented a secure incentive framework which stimulates for vehicular advertisement system in [6] , and the proposed scheme exploits the receipts of advertisement receivers as the incentive for the ad forwarding vehicles. Li et al. [34] proposed an incentive-centered architecture to encourage cooperative vehicles to involve in advertisement dissemination, and propose a cash-in algorithm to advocate vehicular nodes to join in forwarding ad packets. However, none of the above works consider the problem of how to stimulate vehicles to join in and collaboratively conduct a task, and distribute the payments to the vehicles with fairness.
B. SECURE ACCESS CONTROL IN VCS
In VCs, an attacker could provide or access the same resources as their targets; meanwhile, the VC is vulnerable to risks associated with both vehicular networks and cloud computing, and it is challenging to distinguish an attacker from a normal service provider or user [13] . A few novel secure and privacy preserving access control schemes have been designed in vehicular networks [30] , [35] - [38] . To distinguish malicious attackers from legitimate nodes in VANETs, a secure scheme has been proposed to verify the identities of the users prior to the access to the network [35] . A secure and privacy-preserving scheme with the group and identitybased signature has been proposed in [30] , where the security goals of authentication and anonymity can be achieved. However, the computational overheads introduced by the group signature schemes are high, which may not be applicable to applications with intermittent connection and stringent delay requirement. To support the differentiated access control requirement, a privacy-preserving authentication and access control scheme has been proposed in [36] . However, the proposed scheme is designed for the service request application, which cannot be applied to our vehicle selection scenario. In [37] , an indistinguishable credential scheme has been proposed, which enables a user to retrieve and utilize credentials for navigation service. However, the proposed scheme faces the problem of scalability and is not adaptive to the scenario when vehicles are recruited on-demand. However, none of these studies considers both the privacypreserving verification and incentive-based competent vehicles selection. A secure and privacy-preserving incentive framework between vehicles is proposed in [31] , the mutual verification between vehicles is realized through the group signature technique; meanwhile, both the incentives of the task announcing vehicle and selected participating vehicles need to be maximized. In our work, we combine a secure access control scheme for the competent vehicles and a privacy-preserving incentive mechanism between the RSU and vehicles is designed, in order to stimulate the participation of disseminating vehicles.
VII. CONCLUSION
In this paper, we have proposed a secure and privacypreserving incentive mechanism for VC advertisement dissemination, where an RSU verifies the responding vehicles with an access control scheme, selects participating vehicles for the dissemination task with an incentive mechanism, and acknowledges the selected vehicles for their participation with a secret sharing scheme. Security analysis proved that our proposed scheme achieves secure service provider access control, privacy preservation and data integrity protection. We also demonstrated the practicality of the scheme through simulations, i.e., it reduced the computational overhead and improves the amount of dissemination with fairness. Future research includes deploying the proposed scheme in a realworld setting, the NTU-NXP smart mobility Testbed project, with the aims of validating and refining the scheme.
